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Abstract: Cybercrimes are responsible for the interruptibnasmal computer functions and has been knowratse the
downfall of many companies and personal entitib® &xpression crimis defined as an act, which subjects the doemgal le
punishment or any offence against morality, samidér or any unjust or shameful act. The "offeriselefined in the Code of
Criminal Procedure to mean as an act or omissiodenmunishable by any law for the time being in éor8ociety is
becoming more dependent upon data and networksai@te our businesses, government, national deéemsether critical
functions. Cybercrime is a kind of crime that happén "cyberspace”, that is, happens in the wofldoonputer and the
Internet. Although many people have a limited krexige of "cybercrime", this kind of crime has themes potential for
severe impact on our lives and society, becaussamiety is becoming an information society, fdlirformation exchange
happening in "cyberspace". Thus, it is necessalipttoduce cybercrime detailed. This paper givesitesl information
regarding cybercrime, its types, and modes of ayree. Cyber Crime from the world but we can rediti¢e a large extent
by creating awareness in Society. We suggest amysf administrative regulation backed by crimisahctions that will
provide the incentives necessary to create a wiekdgierrent to cybercrime. This new model is comgao some important
existing models and applied to cybercrime. Thisgpap aimed particularly at readers concerned witjor systems
employed in medium to large commercial or induktigerprises.
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when the individual is the main target of cyberainBut
computer can be considers as target when the cisme
directed to the computer. In addition, cybercrimsoa
includes traditional crimes that been conductech wtite
access of Internet. For example hate crimes, telating
Internet fraud, identity theft, and credit card @t thefts.
In simple word, cybercrime can be defined as anjevice
action that been conducted by using computer oeroth
devices with the access of internet. This action gave
harmful effects to other. There are two major categ of
cybercrimes which are crimes against the persapegrty
@nd the government. The first category of cyberesins
Cybercrimes against governments constitute antgkel of
crime. The second category is cybercrime can thiee t
h contents of individual bank account. One widespread
method of getting people's bank account detatlseisnoney
transfer email scam. People receive emails requesilp
with transferring funds from another country. Hagkinto

1. Introduction

The history of crime and crime prevention has baidn
to the history of warfare: an offense is developbén a
defense counters the offense, then a new offensgers the
new defense. Machine guns led to the developmetaings
which led to the development of rocket propelleengdes,
etc. Cybercrimes are everywhere, can happen tonenyo
any time. Some examples of cybercrime are idemiifyheft,
storing illegal information, computer viruses, drald. We
will discuss about each example in detail. Cybereris a
new type of crime that occurs in this Science an
Technology years. There are a lot of definitiong fo
cybercrime. According to Wikipidia.com cybercrimésa
known as computer crime that refers to any crimat t
involves a computer and a network. Cybercrime findd
as crimes committed on the internet using the caenpms
either a tool or a targeted victim. Besides thdiergrime
can be defined as crimes committed on the intarsieg the
computer as either a tool or a targeted victimdpbsA E,
2006). Computer can be considers as a tool in cyines

information is property theft. Internet time thafso one of
the cybercrime against property. It is done by atharized

company websites is property trespass, and stealing
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person in the usage of the internet hours whichctsally
paid by another person. Cyber terrorism is the reesbus
type of crime in this category. Hacking into a gaweent
website, particularly the military sites, is onemifiestation

of cyber terrorism. The example of cybercrime again

government is web jacking. By web jacking, hackgam
access and control over the website of anothen #wey
change the content of website for fulfilling paldi
objective or for money.

2. Description of the Cybercrime

Cybercrime is a term used to broadly describe crdni
activity in which computers or computer networks artool,
a target, or a place of criminal activity and irddu
everything from electronic cracking to denial ofnsee
attacks. It is also used to include traditionaines in which
computers or networks are used to enable thet illiivity.
“The range of technology-enabled crime is always\ang;
both as a function of technological change anceims of
social interaction with new technologies” [1].

There are almost as many terms to describe cyberas
there are cybercrimes. Early descriptions
‘computer crime’, ‘computer related crime’ or ‘crémby
computer’ [2].
pervasive, terms such as ‘high-technology’
‘information-age’ crime were added to the lexic¢8]. The
advent of the Internet brought us ‘cybercrime’ dnternet’
or ‘net’ crime [4]. Other variants include ‘digital
‘electronic’ (or ‘e-"), ‘virtual’, ‘IT’, ‘high-tech’ and
‘technology enabled’ crime. Cybercrime is only imjamt to
a few people, but it should be important to evegyolf
everyone becomes aware of the dangers of beingegithie
dangers will slowly disappear. It only if anybodyes to

understand the potential harm the Cybercrime magea

can understand the danger of Cyber criminality. Qoters,
despite being such high technology devices, anemdly
vulnerable. The description is not imaginary tlesteal the
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of service attacks, defaced web sites, and new otanp
viruses worming their way through the nation's catars.
However, there are countless other cyber-crimesatieanot
made public due to private industry's reluctanceulicize
its vulnerability and the government's concerndecurity
[5]. Along with the phenomenal growth of the Intetmas
come the growth of cyber-crime opportunities. Theinet
globally, computer crimes include not only hackiagd
cracking, but now also include extortion, child pagraphy,
money laundering, fraud, software pirating, andpooate
espionage, to name a few. Law enforcement offidialge
been frustrated by the inability of legislators keep
cyber-crime legislation ahead of the fast-moving
technological curve. At the same time, legislataicse the
need to balance the competing interests betweévidodl
rights, such as privacy and free speech, and tee te
protect the integrity of the world's public and vate
networks. As a result of rapid adoption of Cybareimay
be defined in a narrow sense as any offence tagyeti
computer data and systems or in a very broad sensay
offence involving a computer system. The first oisks
being too restrictive as it would exclude phenomitnad do

includeeéxist in the physical world but have gained a diffe

quality and impact through the use of computershsas

“As digital technology became morechild pornography, fraud or intellectual propertight
owiolations. The latter would be too broad as ma#ine

nowadays involves a computer in one way or therothis
therefore expedient to apply a definition that esveew
types of crime as well as old types of crime usiamputers
without being too broad and therefore meaningle$te
definition should be sufficiently robust to covédlrrelevant
types of conduct even if technology evolves anchpheena
of cybercrime appear to change almost every daalllj it
should be possible to operationalize it for crirhitew
purposes in order to meet the rule of law princthkg there
cannot be a crime without a law. Only conduct dighéd as
a criminal offence can be considered a crime. # been
said that there are three factors necessary facmenission

national secrets from any government office or anwfcrime: a supply of motivated offenders, the Elality of

information about military equipment’s from the couters
of respective organization is comparative morelgésan to
steal a loaf of bread from stall of unattained hersk
standing side by road. All over again, the riskaire the

committing Cybercrime is very less due to its spkci

characteristics.

3. The Challenges of Cybercrime and
Cyber space

suitable opportunities and the absence of capakded@gns
[6]. On all three counts, the digital environmembydes
fertile ground for offending. While specific impaawvill be
discussed in subsequent chapters, it is usefulinorarize
briefly some of the key features of digital techogyt which
facilitate crime and hamper law enforcement. Unlikere
traditional forms of communication, the Internetoais
users to communicate with many people, cheaplyeasdy
“The estimated 1.6 bilion people on the Internet,
approximately 24 per cent of the world’s populatmovide
an unprecedented pool of potential offenders aotms”

Cyber-crime, once the domain of disaffected genius;) This acts as a ‘force multiplier, allowingfefhding to

teenagers as portrayed in the movies "War Gamed"
Hackers has grown into a mature and sophistichtedt to
the open nature of the internet. Cyber-criminalss their
non-virtual traditional criminal counterparts,
opportunity and are attracted to vacuums in laweeiment.
The news media is filled with reports of debilitatidenial

seekc

e committed on a scale that could not be achi@vete

offline environment [8]. The ability to automate rizén
processes further amplifies this effect. Not soglaygo,
omputers were large,
primarily by government, research and financiafiinsons.
The ability to commit computer crimes was largélyited

cumbersome devices utilized
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to those with access and expertise. Today, thentdody is  highlights the importance of developing tools takia

ubiquitous and increasingly easy to use, ensuritsg iidentity theft in the fight against terrorism. Thusackers

availability to both offenders and victims. Onelgileam with  infringe the laws for a number of reasons sucthendrder

Cybercrime is its complexity to understand and gadeds. from less harmful to more serious (if we can evissify

No doubt, computers are boon and it is very goodase as  them thisway). Hackers do it:

well having lot of potentiality. It works fast, efftively, 1. Because they know how and can, either beingtsamdr

efficiently, accurately, without taking pause, andfiguring out how to, or getting the instructionsdatools

continuously. But after all computers works throughfrom friends-hackers.

programs specially design for the purpose. Cybesspaa 2. Because they get a trill of doing illegal adtes and

collective noun for the diverse range of environteghat hoping not to get caught.

have arisen using the Internet and the variousaesvThe 3. Because they seek publicity

expression crimés defined as an act, which subjects the 4. Because they want to take a revenge

doer to legal punishment or any offence againstatitgr

social order or any unjust or shameful act. . C L .
The "offence" is defined in the Code of Criminal 5. leferent_latmg Cybercrlmefrom

Procedure to mean as an act or omission made ainhéshy other Crime

any law for the time being in force. Cyber Spaceusigy

Management has already become an important componen!n May 2007 the European Commission issued a
of National Security Management, Military related COmmunication towards a general policy on the fight

Scientific  Security Management and Intelligence?9&inst cybercrime”, noting that there was not eaen
Management all over the world. Future intrusiondreed definition of cybercrime [9]. It proposetheeefold

threatening our national security may not necelysesime definition: 1. Traditional forms of crime such amudd or
from across the land frontier, or in air space oross [Or9ery, though committed over electronic commutiea
maritime waters, but happen in cyberspace. Intig _networks and information sy.stems;.z. the pub!lcratuf
operations and covert actions will increasingly dree  /l€gal content over electronic media (e.g., chdexual
cyber-based. It is important that our intelligeragencies abuse material or incitement to racial hatred)AXxrime
gear themselves up to this new threat. It is, foege unique to electronic networks e.g., attacks against
necessary to put in place a 'National Cyber Spaceirgy information systems, denial of service and hacking.
Management Policy' to define the tasks, specify

resppnsibilities of individual agencies_ with. ane@mted 6. Devdopment of Computer Crime and
architecture. These programs are written in sevianab Cvbercrime

compatible to computer readable language. The g ams y

have some tips, instructions, processes and lagibe  The criminal abuse of information technology ané th

followed by operating systems. Operating Systems ahacessary legal response are issues that haveliseeased

composed of millions of lines of code and no singlgyer since the technology was introduced. Ovelae50
individual can claim to understand the securitylymipns of years, various solutions have been implementedhat t

every bit of these computer instructions. The hezkee | 5tional and regional levels. One of the reasong thie

always in search of any lacuna or loopholes of thignic remains challenging is the constant technical

programming system. development, as well as the changing methods ayd ima
) which the offences are committed. In the 1960s, the
4, Hacklng introduction of transistor-based computer systewisich
) ) ) were smaller and less expensive than vacuum-tubedba
The term “hacking” is used to describe the unlawfuly,chines, led to an increase in the use of computer
access of a computer system. It is one of the dldegnnology. At this early stage, offences focusegloysical

computer-related crimes, and_ in recent years hasrbe a damage to computer systems and stored data. Stiderits
mass phenomenon. By targeting computer system&itisat |, oo reported, for example, in Canada, where in9186

large databases, offenders can obtain identitye@ldata gy,qent riot caused a fire that destroyed compdea
on a large scale, and this is an increasingly @PUlposteq at the university. In the mid-1960s, thetéthBtates

approach. In the largest case detected in the ipaBie  garteq a debate on the creation of a central statage
USA, the thieves obtained more than 40,000,000 itcred, ;ihority for all ministries. Within this contexpossible

card records. Apart from direct financial profiffemders . iminal abuse of databases and the related risksivacy

can use identity-related information for other mS®s, \\ere discussed. In the 1970s, the use of compysteras
including using a victim’'s bank account to laundesney. 4.4 computer data increased further.

In addition, they can circumvent identification atedrorist At the end of the decade, an estimated numbed@ao
prevention measures by using obtained _identitie_lse T mainframe computers were operating in the United
Report of the Secretary- General of the United df&tion  gy4tes Wwith falling prices, computer technology wiasre
Recommendations for a global counter-terrorismt&a \yigely used within administration and business, bpdhe
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public. The 1970s were characterized by a shifinfithe
traditional property crimes against computer systEi
that had dominated the 1960s, to new forms of criviaile
physical damage continued to be a relevant forariafinal
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in the 21st century. The first decade of the neWlermium
was dominated by new, highly sophisticated methofds
committing crimes, such as phishing, and botnaths, and
the emerging use of technology that is more diffifar law

abuse against computer systems, new forms of canpuenforcement to handle and investigate, such as

crime were recognized. They included the illegad as
computer systems and the manipulation of electrdata.
The shift from manual to computer-operated trarisasted

voice-over-IP communication and cloud computings hot
only the methods that changed, but also the impast.
offenders became able to automate attacks, the ewuofb

to another new form of crime computer-related fraudoffences increased. Countries and regional andnatenal

Already at this time, multimillion dollar losses kecaused
by Computer-related fraud. Computer-related fraum,
particular, was a real challenge, and law enforcgme
agencies were investigating more and more caseshé\s
application of existing legislation in computerrog cases
led to difficulties, a debate about legal solutiGtarted in
different parts of the world. The United Statescdssed a
draft bill designed specifically to address cybiner.
Interpol discussed the phenomena and possibifitielegal

organizations have responded to the growing chgdiemnd
given response to cybercrime high priority.

7. Conclusion

As suggested earlier in this paper individual iesérfor
use of available technology, national interestdouse its
community from inner and outer threat, sovereigwilpge
of noninterference of any extra-territorial authygritrade

response. In the 1980s, personal computers becane mand developmental thrusts are major consideratiothe

and more popular. With this development, the nuntddfer
computer systems and hence the number of potéatgets
for criminals again increased. For the first tirtheg targets
included a broad range of critical infrastructudbame of the
side effects of the spread of computer systems avas
increasing interest in software, resulting in theeegence of
the first forms of software piracy and crimes rethtto
patents. The interconnection of computer systerosigit
about new types of offence. Networks enabled offesido
enter a computer system without being presenteattime
scene. In addition, the possibility of distributisgftware
through networks enabled offenders to spread maisci
software, and more and more computer viruses we
discovered. Countries started the process of upgldtieir
legislation so as to meet the requirements of angihg
criminal environment. International organizatiodsoagot
involved in the process. OECD and the Council ofdpe
set up study groups to analyses the phenomenavahdte
possibilities for legal response. The introductioh the
graphical interface in the 1990s that was followga rapid
growth in the number of Internet users led to naallenges.
Information legally made available in one countrasw
available globally even in countries where the mmation of
such information was criminalized.

Another concern associated with online services th:£3]

turned out to be especially challenging in the stigation

area of Cyberspace. However, it is sure, that éwmlus
irreversible process and we cannot step back ftolviat
remain in our hand is to change the direction ofpess, and
we stick up to our commitment to turn it in theedition of
sustainable development. Thus, we all agree thate mo
businesses are converting their data to formatkidgcas
part of cybercrime is definitely moving forward, ttvinew
tools to hack and new viruses to spread comingewaty
day. The urgent need of information security, ethic
education and awareness programs cannot be emghasiz
enough in order to achieve the maximum protectiomfthe
hackers and also to protect Cyber world from oumow
gbusive use.
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